CERTIFICATE



Install PFX
Open

@ Move to OneDrive
7-Zip
CRC SHA
_.;j' Edit with Notepad++
E Scan with Windows Defender...

& Share
Open with...

Give access to

Restore previous versions
Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties

After PFX Certificateis downloaded,
Right click on certificate and select
Install PFX.




£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

(® Current User

O Local Machine

To continue, dick Next.




& &* Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

C:\Users\Dt\Desktop\)J4KN2MZ-Staging.pfi| | Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.SST)
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£* Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ Display Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[[]Mark this key as exportable. This will allow you to back up or transport your
keys at a later time,

Protect private key using virtualized-based security(Non-exportable)

[ Indude all extended properties.

[ Net ]| Cancel
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&* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

E— i




Select Certificate Store

Select the certificate store you want to use,

Jresona | This window willprompt you where

| Trusted Root Certification Authaorities -
Enterprise Trust | to save certificate, Select Personal.
| Intermediate Certification Authaorities
Trusted Publishers
| vt etad Cartifirates
<
[ ]show physical stores




€ ¢ Cerificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O automatically select the certificate store based on the type of certificate
(®)Place all certficates in the following store
Certificate store:




& ¢ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Certificate Store Selected by User Personal
PFX
Ch\Users\YourFileLocation




® B 2 |

To verify if certificateis successfully

installed, Search for
Jge user certificates”

PFX VERIFICATION



E certmgr - [Certificates - Current User\Personal\Certificates]

Action  View Hel;_)
e 2@ 40 XEDE

Ifr:k’ Certificates - Current User Issued To Issued By
v [ Personal
| Certificates
» [ Trusted Root Certification Aut
- [ Enterprise Trust
- [ Intermediate Certification Aut
» [] Active Directory User Object
» B8 Trusted Publishers
- | Untrusted Certificates
| Third-Party Root Certification
_ Trusted People
~ Client Authentication Issuers
| Other People
1 ISG Trust
| Local NonRemovable Certifice
> Certificate Enrollment Reques
+ || Smart Card Trusted Roots




s Certificate

R

General Details Certification Path

ﬁ. Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
.3.6.1.4.1.49952.2.2.4.

* Refer to the certification authority's statement for details.

Issued to: 114K Nikic d.o.o
Issued by: VMSICA1 Staging

Valid from 2/18/2019 to 2/18/2022

You have a private key that corresponds to this certificate.




s Certificate
General Details Certfication Path

Show: | <All>

Value
| version V3
—| Serial number 5198bfd4dbbd2886000000000...

:\ Signature algorithm sha256RSA

__:\ Signature hash algorithm sha256

[ Issuer VMS ICA1 Staging, FRCS, FJ

T Valid from Monday, February 18, 2019 2:...
Friday, February 18, 2022 2:39.

| Subject 14K Nikic d.0.0, I4KN2MZ, N .

CN = 1J4K Nikic d.o.o
UMBER = 1J4KN2MZ
ikic d.o.o
O = Nikic d.o.0
STREET = Stevana Dukica 10
L = Beograd
C=RS

Edit Properties...




& Certificate
General Details Certification Path

Certification path

:'_f,J VMS RCA Staging
5] VMS ICAL Staging

BT i o)

Certificate status:




